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1. Introduction

Owning to the tremendous development in the field

ABSTRACT

Due to the great significance of the concealment and transfer of

confidential data and the many and varied algorithms presented in this
field, as well as the big and rapid development of the use of biometrics in
the issues of reliability and verification of the identity of people in
support of information security. Therefore this research has provided a
suggested algorithm to hide confidential data in colorful images based on
the features of engineering dimensions of the human hand as one of the
types of biometrics; we extracted a set of these characteristics and
processed them to build a matrix that specifies the map of the
distribution of confidential data in the cover image. The proposed
method was applied to a set of images to hide a set of confidential
messages and the visual quality of the cover image was not affected after
the concealment. The practical results explain the efficiency of this
method was measured in terms of comparison between the original
image before and after concealment. The performance of the algorithm
and the method of its application were measured using measures of
efficiency of the work, whereas the Peak Signal Noise Ratio was used,
the highest ratio obtained was 81.3417, and Mean Square Error was
approximately 0.0008 as a maximum limit, while the error rate was the
restored confidential message after hiding Bit Error Rate = 0 in all cases.

considers  integrated  technical ~ concealment

of information security technology and methods of
data transfer, the issue of transferring a confidential
message in an insecure network has become a very
important subject and the algorithms and special
methods of providing security for communications
are growing and developing greatly because of their
importance in human life especially after the spread
of e-government in most countries of the world. In
general, technologies to improve the security of
information security technology can be divided into
two main techniques: information encryption and
information concealment.

In encryption technique, the content of the
confidential message is changed in such a way as to
ensure that no third party can read the confidential
message correctly. In the technique of hiding
information, the confidential message is hidden in
such a way as to ensure that no third party can detect
the existence of the confidential message itself which

technology for encryption technology [1] [2]

Biometrics is one of the fastest growing branches of
information security technology. Biometrics can be
defined as automatic methods and means of
identification the identity or recognize it based on the
biological and behavioral characteristics of the
individual. There are many advantages to biometric
techniques when used in different fields that give
them priority and greater quality compared to
traditional methods. Therefore, many countries have
been using credential systems on biometrics to take
adequate measures against increasing security risks in
the modern world. In this research we have adopted
one of the types of biometrics, which is the
measurement of engineering dimensions of the
human hand to hide confidential data in the form of a
kind of information security technology, where the
cover image can be transferred and carrying
confidential data to ensure safe arrival from sender to
recipient and then opened by the recipient and
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obtained Confidential
clarity[3].

2. Biometric

There are many biometrics. The effectiveness of
biometrics varies depending on the time and place of
use and their usage rates vary, the strengths and
weaknesses of each system must be determined
before selecting which one will be used in a particular
application depending on the suitability of that
application according to the availability of
requirements and capabilities. There are several
factors to notice and consider when choosing the
appropriate system for an application. [4] Biometrics
can generally be classified into two main categories:
Physiological biometrics, these parameters are
defined as distinctive traits as it is unique to each
person from the rest of his peers and this type of
biometrics called static measurements name as it
depends on the extraction of data from the anatomical
measurements of the person, such as Fingerprint,
Hand geometry, Retina, Iris Face Recognition, [6]
[5], Behavioral biometrics are defined as behavioral
characteristics of each human being who are different
from others whereas this type of biometric is less
stable than the first type. The behavioral
characteristics of the individual may be influenced by
factors such as stress, weakness, illness or age, These
features are characterized by less secure, such as
digital signature, voice recognition, fingerprint on
keyboard [7, 6, 5] Key Stroke.

The measurement of the geometric dimensions of the
human hand "Hand geometry” is one of the
physiological Biometric which is based on the
reliability of the people depending on this measure
according to the reality that almost everyone has a
unique hand geometry unique to the rest of the people
are not much affected by the factors of time and
aging, as there are reliable measurements and
engineering features as well as reference points can
be identified and adopted for the geometric extraction
of each human hand, including the length and width
of the fingers and the length and width of the palm
and in addition to the measurements of corners
confined between some points there are several
merits and features of the use of engineering
dimensions of the human hand, the most important
ease of use, the possibility of using cameras with low
resolution accuracy, saving the low cost and use of a
small storage space in addition to the fact that this
technology is unobtrusive for wusers and High
acceptability [10] [9] [8].

3. Hide in photos

Steganography originates from the Greek word
Steganos, which literally means cover writing.
Steganography can be defined as a technique of
hiding confidential data within other data, so that no

data with accuracy and
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unauthorized person can detect the existence of
confidential data, which ensures that it is safe from
the sender's use to the recipient. Nowadays, covered
writing systems can use different types of media as a
cover for transmitting confidential data since it is
possible to use audio, video, images, and
communications in addition to other methods and
techniques [11] [12].

Due to the availability of digital images the large
number of transmission has been used as a medium,
and color images provide the possibility to hide more
data than gives the user greater freedom of hidden
data size hidden

4 . Previous works

The idea of research is based on two types of
research: a type that works to create a non-sequential
mechanism to hide data and the other type depends
on the uses of biometrics in reliability systems and
hide them in Steganography methods. Most previous
works of the first type have hidden a particular text or
image based on chaotic systems to generate random
chains determine the map of the spread of secret data
was used. [11] Lawrence's famous triad system was
used to generate three matrices, two of which were
used to determine the distribution map of hidden data.
The paper [12] proposed a method for encrypting
confidential data based on an anarchic system and
then hiding it using the 3-3-2 LSB method of
concealment. The research [13] provided a new and
effective approach to masking the image based on
individual value fragmentation (SVD) on each
component of colorful image components where the
compressed image coefficients are obtained and a key
is used to rearrange these factors by using the chaotic
function.

While the paper [14] was directed to the use of DNA
which is one of the types of biometrics to hide the
data. The research proposed design of a system that
works to encrypt the data using the RSA algorithm
and then hide it in the DNA series using a secret key
that is the seed of a random number generator.

5. Suggested algorithm

The proposed algorithm can be divided into two main
phases:

The phase of concealment of confidential data where
the sender of the confidential message to carry out all
the steps of this stage to get after completing all the
steps on the image carries a secret text message
scattered in a non-sequential manner, ensuring that
the message cannot be obtained by unauthorized
people to read. Receiving the message by the
authorized person, it takes the steps of this stage to
complete the text of the confidential message. Figure
(1) illustrates the algorithm's work method in a
simplified figure.
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Figure (1): general structural of algorithm

6. Data masking phase

The first step (data entry):
elements are inserted

e A number representing the hand_no hand code,
which will depend on its geometric properties in the
identification of the concealment map, which is an
integer number from 1-10, where 10 images
belonging to 10 people are located at both of the sent

and received communication.

e Human hand image which will adopt their
hand_image features.

in which several

The second step (extraction of properties): At this
stage,one deduce fifty properties of the dimensions of
the engineering dimensions of the human hand from
the length of the palm and its width in addition to the
lengths of the fingers, and more than the width of
each finger, in addition to some angles and spaces
and linear sections, and Table (1) shows the 50
properties that were used in the proposed algorithm in
detail. It should be noted that the properties of
engineering dimensions of the human hand are stored
as a one-dimensional matrix features (50), whose data
are real values.

e Cover image.
e Secret text that wanted to hide.

Table (1) 50 properties adopted in the proposed algorithm

Property Number

Finger length for each of the following fingers (pinkie, finger ring, finger ring, middle, index finger, | 5
and thumb).

The first width of the fingers, which represents the end of the finger far from the center of the body | 5
for each of the following fingers (pinkie, finger ring, finger ring, middle, index finger, thumb).

The second width of the fingers, which represents the width of the middle of the finger almost to each | 5
of the following fingers (pinkie, finger ring, finger ring, middle, index finger, thumb).

The third width of the fingers, which represents the end of the finger close to the center of the body | 5
for each of the following fingers (pinkie, finger ring, finger ring, middle, index finger, thumb).

Palm width in two areas. 2

Length of palm and indicated to. 1

Diameter the small axis of the oval area that forms the tip of the finger for each of the following | 5
fingers (pinkie, finger ring, finger ring, middle, index finger, and thumb).

Diameter the large axis of the oval area that forms the tip of the finger for each of the following | 5
fingers (pinkie, finger ring, finger ring, middle finger, and thumb).

The area of the oval area that forms the tip of the finger for each of the following fingers (pinkie, | 5
finger ring, finger ring, middle finger, thumb).

Written and referenced sections. 4
The angles are enclosed between written sections. 8
Total properties. 50

The third step (processing): in which the text to
hide secret_text is processed by converting it to the
ASCII code that represents each character, then

Ser ret text
inchar

Secret text in
agci format

hi =2 104 105

J|'_'_J'_JJ|J

converting the output to the binary format, and Figure
2 shows the procedure. The size of the hidden text
sizeof _secret_text is also calculated.

Secret text in hinary format

J|'_ '_|J|'_ o |o]1

Figure (2): shows the conversion of the secret text into binary forma

A matrix is also created to represent the hid_pos

distribution map based on the 50 properties extracted

from the human hand image, where hid_pos is a
matrix whose elements are integer correct values
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ranging in value from 1 < hid_pos <(M * N) Thus,
we have a single-dimensional matrix with a set of
elements. We can hide a secret text message with a
size of 1 (M * N). When creating a hid_pos array,
hide the supported image encoding code and the size
of the secret text.

Step 4 (Hide Data): At this stage, all of the
following are hidden:

e Human hand image coding code whose
characteristics will depend on the mapping of the
hand_no mask.

e Size of hidden text sizeof _secret_text

e secret_text.

TJPS

The encoding of the approved human hand image
encoding and the size of the hidden text at a specified
location of the image is by agreement between the
sender and the recipient. The text is hidden using the
3-3-2 LSB method so that a full character of the
secret text is hidden in each bitmap cell of the raster
cells of the cover image. The first three bits of the
letter are hidden in the red chip of the raster cell. The
next three bits are hidden in the slide And the last two
characters of the letter are hidden in the blue segment
of the raster cell, which allows to hide relatively large
size text compared to the traditional LSB mask and
Figure 3 shows the mechanism of concealment.
Flowchart (1) shows the stage of data concealment
that occurs when the person sending the message.

Lof:]

tJofe]ofo]o]

]

fiE—,

Figure (3): Mechanism of data concealment in a 3-3-2 LSB format

Begin

v

input secrt_text
* 5
input cover_image [

v

input the human hand image with its

geometric features hand_image, hand_no.

¥

Calculate the size of the secret text

v

Find a confidential data distribution matrix hid_pos

A

Hiding the coding code of the human hand whose geometric properties have been
adopted hand_no And the size of the secret text in the specified lacation.

In the cover image, hide a character from the

secret text in the hide_pos(i) location

The image containing the confidential data stego_image

4

End

=

Y

Flowchart (1) process of hiding the secret text
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The first step (data extraction): After receiving the
image that hides the confidential message, the code of
the hand_no human hand image coding is first
extracted. Whose properties were adopted in the
masking phase of the custom site in the cover image,
and extracts the size of the hidden text sizeof _ secret
_ text. Then enter the selected image in order to
extract the characteristics of its engineering
dimensions hand_image.

The second step is (to build the map of the secret
data distribution). Once the image of the hand is

Begin

v

input secrt_text

4

input cover_image

TJPS

adopted, the properties are extracted to obtain the
characteristics matrix. The data distribution matrix is
then constructed in the same manner as the third step
of the data hiding phase

Step 3 (Extracting the Secret Text): From each
location in the data distribution matrix, a full byte of
data is extracted the data extracted from its binary
form is then converted to a letter format to give the
text of the confidential message. The flowchart shows
the steps to extract the secret text from the cover
image.

v

input the human hand image with its

geometric features hand_image, hand_no.

v

Calculate the size of the secret text ‘

v

Find a confidential data distribution matrix hid_pos ‘

v

Hiding the coding code of the human hand whose geometric properties have been

adopted hand_no And the size of the secret text in the specified location.

Va3 —_— ____ - Has all the secret text been hidden? - ___'_-__— Mo
In the cover image, hide a character from the
secret text in the hide_pos(i) location
A
> End

7. Quality measures of hidding

In order to prove the quality of the proposed
algorithm, the following measures were applied to
measure the quality of concealment and data retrieval
efficiency:

Mean Sequare Error (MSE)

It is calculated from the followi
MSE=1/((M*N)) > (@=D)"
)-S(i.))"2

Where C is the image cover, as S is the picture that
contains the secret text

Peak Signal to Noise Ratio (PSNR)

(CGijl

This measurement is based on the peak-to-noise ratio,
which is good at maintaining the edges and angles,
depending on the following law

(dp

Note that Cmax is the highest color value in the
image.

Bit Error Rate(BER):

This metric is used to determine whether the text has
been fully retrieved knowing the number of bits
retrieved using the following code

BER=(no. of wrong bit/(no.) of original bit)*100
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8. Results and discussion

The proposed algorithm was applied to a set of
images of different sizes,the proposed algorithm was
applied to a set of images of different sizes where a
100-character text massage was hidden, and the
results obtained were as shown in table (2), which

TJPS

illustrates the use of the algorithm in detail where
adopted to take pictures of different sizes and
standards were applied to measure the quality of
concealment and data retrieval efficiency was
measured as the peak signal to noise ratio and error
rate in a serrect message after hiding.

Table (2) shows the results obtained from applying the proposed algorithm

No. | Original Image | Image size | MSER | MSEG | MSEB | PSNR | BER
1 hid1.png 531 *852 | 0.0008 | 0.0008 | 0.0001 | 77.5737 | O
2 hid2.png 582 * 777 | 0.0007 | 0.0007 | 0.0001 | 78.0693 | O
3 hid3.jpg 522 * 870 | 0.0005 | 0.0007 | 0.0001 | 78.0940 | O
04 hid4.jpg 582 * 777 | 0.0001 | 0.0001 | 0.0000 | 76.6862 | 0
5 hid5.png 603 * 753 | 0.0007 | 0.0008 | 0.0001 | 77.7882 | 0
6 hid6.png 672 *1200 | 0.0004 | 0.0002 | 0.0001 | 81.3417 | O
7 hid7.png 804 * 1004 | 0.0003 | 0.0004 | 0.0001 | 80.0212 | O
8 hid8.jpg 708 * 1136 | 0.0005 | 0.0004 | 0.0000 | 80.3186 | O
9 hid9.jpg 672 * 1200 | 0.0004 | 0.0004 | 0.0001 | 80.4846 | O
10 hid10.jpg 708 * 1136 | 0.0004 | 0.0003 | 0.0001 | 80.7373 | O

Experience showed the quality of the algorithm used,
as the process of data concealment did not affect
image quality. Data extracted after the decoupling
were not changed or lost, thus supporting the
proposed algorithm.

9. Conclusions and Future Actions

The use of hidden data technology in digital images
based on geometrical dimensions integrates the
concealment features with the biometrics features,
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