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ABSTRACT 

Recently, the widespread use of devices in the field of 

electronics has caused people to worry about safety. Using 

traditional cryptographic algorithms to build a complete 

cryptographic environment for embedded applications or the 

Internet of Things (IoT) will not be possible due to space, 

power, and speed limitations. The focus is on lightweight 

encryption to overcome these problems. In this paper, we 

have developed the (PRESENT) algorithm, which is among 

the lightweight algorithms that are used in the IOT and that 

keeps pace with the requirements of communication speed at 

the present time. We also used a physical part with the 

developed algorithm (an external unit that is a USB and using 

it as a fingerprint for the system) to generate the key while 

ensuring that the system does not work until after the external 

unit is connected to the calculator to provide more security for 

the system from breaches. The developed algorithm achieved 

a high speed of execution faster than the original algorithm 

and passed standard tests for various files (text, image, audio, 

video). In addition to increasing the degree of complexity 

than the original algorithm. 

 1. Introduction 
As a result of the rapid development in the field of 

communications, especially in the field of data 

transmission, which prompted researchers to work on 

designing lightweight encryption algorithms to keep 

pace with this development and to achieve speed in 

the transmission of information, preservation and 

confidentiality. Because of power consumption, size, 

and speed limits, creating a full-fledged cryptography 

environment in embedded systems is not feasible. 

Lightweight cryptography that requires the least 

amount of memory space is preferred because of 

these restrictions. "Lightweight cryptography" refers 

to this type of cryptography [1]. Lightweight 

algorithms outperform more traditional ones in the 

internet security protocol and provide an appropriate 

level of protection. Different applications have made 

use of various lightweight algorithms. Most 

lightweight cryptography methods, on the other hand, 

experience a security-complexity tradeoff [2]. 

In the last several years, a slew of small and light 

algorithms has emerged. These include the likes of 

the PRESENT, CLEFIA, LED, SEA and KANTAN 

algorithms [3]. 

The lightweight block cipher PRESENT, also known 

as PRESENT-80 and PRESENT-128, was created by 

Bogdanov et al. in 2007 and supports key lengths of 

80 and 128. The cryptography world paid PRESENT 

a lot of attention since it was simple to use and 

secure. [4]. A diferential cryptanalysis for the 16-

round PRESENT with a 265 time complexity was 

proposed by Wang in 2008 [4]. In 2009, Kenji 

Ohkuma showed how linear cryptanalysis might be 

used to break 24 rounds of PRESENT [5]. Cho 

utilized linear cryptanalysis to attack 25 rounds of 

PRESENT 80 in 2010 [6]. In 2015, Tay et al. 

announced an FPGA implementation of the 

compressed PRESENT cipher. By employing an 8-bit 

data channel and basic control logic in the form of 

counters, they were able to reduce the required 

number of S-Boxes [7]. In 2016, Liu et al. used Slim 

Modified Linear Cryptanalysis on a PRESENT-like 

cipher with public n-round key recovery S-boxes. In 
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their attack, they have a good way to tell the 

difference between the right and wrong keys [8]. In 

2020 Chatterjee & Chakraborty. For the PRESENT 

decoding process, they proposed a new lightweight 

encoder that modifies the previous encoder by 

reducing the cipher round, changing the Key Register 

update technology, and introducing a new layer 

between S-box and P-layer [2]. 

In addition, the original algorithm (PRESENT) no 

longer keeps pace with the speed of communications, 

especially in video, audio and some images, as there 

is a delay in implementation of up to several minutes, 

which leads to a (delay) in communication between 

the two sending ends and sometimes the execution 

stops if the files are large in size. Our update 

addressed such a problem as well. Our change to the 

original algorithm's working technique and the 

addition of an external key generation unit added 

more complexity to the original algorithm. 

In this paper, we will increase the speed of the 

PRESENT algorithm and improve its security 

performance by reducing the process in the key 

generation mechanism, as well as increasing the 

complexity of the algorithm. 

2. Description of present 
The most popular light-weight encryption method is 

PRESENT, a straightforward block cipher that is 

available for usage anywhere. It was introduced in 

2007 and standardized in ISO/IEC 29192, just like 

CLEFIA. Since its inception, it has been the subject 

of extensive research, and many consider it to be 

among the best lightweight encryption algorithms 

ever created. The hardware-oriented PRESENT 

cipher uses keys of 80/128 bits to encrypt a 64-bit 

block over the course of 31 rounds. It has an SPN 

structure. Each encryption or decryption cycle of the 

cipher passes through one S-box Layer and one P-

Layer [9]. 

The key register creates a 64-bit key per round that 

updates the key register and performs an XOR 

operation with plaintext. The approach uses 4-bit 

input and output Sboxes in the substitution layer to 

optimize the hardware. The permutation layer is easy 

to understand and simple. One of the simplest and 

most efficient lightweight algorithms, PRESENT uses 

only 1884 GEs and surpasses the competition in 

terms of performance, security, and storage. High 

power consumption is one of the algorithm's flaws 

[10]. 

Differential cryptanalysis, linear cryptanalysis, and 

brute pressure attacks are among the many attacks 

that Present is resistant to, most noticeably in 

PRESENT128. Furthermore, current passed every 

NIST test [9] [11]. In Fig. 1 the block diagram of 

PRESENT cipher. 

 

 
Fig. 1: Block Diagram of PRESENT cipher 

 

The PRESENT algorithm is made up of the following 

phases: 

1. The First Round 

The operation Add Round Key will be executed. The 

status array is XORed with the first string of the plain 

text (the cipher key). 

2. Round Operations 

        The following operations are carried out in each 

PRESENT: 

 S-boxLayer. 

 P-boxLayer. 

 add Round Key. 

The 16x4-bit S-boxes that make up the substitution 

layer. Fig.2 shows the S-box. Bit i of the state is 

transferred to bit position P in the permutation layer 

(i). Fig.3 depicts the permutation layer.

 

x 0 1 2 3 4 5 6 7 8 9 A B C D E F 

S(x) C 5 6 B 9 0 A D 3 E F 8 4 7 1 2 

Fig. 2: PRESENT S-box[9] 

 

The key scheduling in PRESENT contains a 61-bit 

left rotation, an S-box (two S-boxes for a 128-bit 

key), and an XOR with a round counter. The datapath 

and key schedule are both handled by the same S-

box. The key is rotated to the left 61 bits, and the 

left-most 4 bits (8 bits for a 128-bit key) are passed 

through. 
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Fig. 3: Round function of PRESENT[9] 

 

The S-box and the round counter value i are XORed 

with bits 𝑘19𝑘18𝑘17𝑘16𝑘15 of key, with the least 

important bit of the round counter on the right. 

3. Modify present algorithm 
Now, we will present an algorithm developed for the 

PRESENT algorithm, Because the original algorithm 

no longer keeps pace with the speed of modern 

communications, which affected the speed of 

communication between the sending and receiving 

ends, as well as the key generation mechanism 

directly depends on the master key, as each key is 

generated by performing some operations on the key 

of the previous round until 32 rounds are completed 

for each block. Here, we presented a development of 

the algorithm based on a key generator from an 

external unit, in addition to a modification to the 

technique of working rounds within the original 

algorithm, in addition to a change in dealing with the 

final key. and the steps of its work are summarized as 

follows: 

1. After dividing the plain text into blocks, each 

block consists of 64 bits and equals 16 hexadecimal. 

2. We insert the first block for the first cycle and it 

is combined by XORed operation with the 64-bit key 

to get 16 Hexa. 

3. Input the output of the step (2) into the S-Box 

and we make a permutation or transfer of bits. 

4. Enter the output of step (3) into the P-layer 

Matrix (5*16). 

5. Then we test Round we have reached 31 or not 

- If (no), we repeat steps (2-5) 

- Yes, combine with a block ciphertext Ci 

i=0, … 63 

6. From 5: have we reached the last block: - 

- If (no), we repeat steps (1-6). 

- If (yes) then we reach the last block, 

- End

-  
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Fig.4 block diagram of Modified PRESENT 

 

 - Key Generator unit 

This unit an external unit, which is consist of the 

following contains: - 

1. The main part consists of 8 linear feedback shaft 

registers (8-LFSRs). 

2. Memory vector (8*256) as a function (F(𝑥1…𝑥8)). 
3. Secondary part of LFSRs (3-LFSRs) as LFSR-A, 

LFSR-B and LFSR-C. 

- Algorithm of key Generator unit 

1. The output of main part of LFSRs 

( LFSR𝟏… LFSR𝟖 ) is Byte (𝑥0
𝑖 … 𝑥8

𝑖 ). 

2. Apply :- ∑ 2𝑘7
𝑘=0  to produce the Byte selector. 

3. From step (2) use the Byte selector to give one 

Byte as address to memory vector (EPROM) to select 

one Byte. 

4. From the (3) we select one bit 

(000,001,010,011,100,101,110,111). 

5. The output of system (3- LFSRs) is three bit 

(𝑎1
𝑖 . 𝑎2

𝑖 . 𝑎3
𝑖 ) and 

        𝑑𝑅
𝑖 = (𝑎1

𝑖 ⊕𝑎2
𝑖 ⊕𝑎3

𝑖 ). 
6. Apply (XOR) operation on the Results (3,4 and 

the XORing the bits of the output of 1) i.e.  𝑍𝑖 =

𝑓𝑖 ⊕𝑑𝐿
𝑖−1⊕𝑑𝑅

𝑖−1 

 

 

SBox  

F E D C B A                     

2 1 7 4 8 F E 3 D A 0 9 B 6 5 C 

PLayer Matrix  
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51 35 19 3 50 34 18 2 49 33 17 1 48 32 16 0 
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Fig.5 block diagram of the key generation mechanism of the optimized PRESENT algorithm 

 

4. The result and discussion: After implementing 

the proposed algorithm and comparing the results  

with the original algorithm as shown below. 

 

TABLE I: Comparison between the original and modified PRESENT algorithm in terms of execution 

speed 

NO 
File 

type 

File 

size 

Execution time 

Notes Original 

PRESENT 

Modified 

PRESENT 

1. jpg 
96 

KB 
2 seconds 1.85 seconds 

We note that the execution speed of the developed algorithm 

increased significantly, and the larger the file size, the more 

clear the difference 
2. jpeg 

136 

KB 
2.45 seconds 2.31 seconds 

3. ogg 
348 

KB 
4.75 seconds 4.12 seconds 

4. docx 
492 

KB 
6.97 seconds 5.88 seconds 

5. Mp4 
6.91 

MB 
3 minutes 1.25 minutes 

 

It appears in the above table that the developed 

algorithm handled the speed and was not affected by 

the file size. The complexity of the algorithm also 

increased to 264∗32 after what was in the original 

algorithm264. After that, the results were tested with 

the National Institute of Standards and Technology 

(NIST) test group, where one of the encrypted files 

was tested. Figure (6) shows Test set. 
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Fig. 6: Results of NIST tests for a file encrypted with the modified PRESENT algorithm 

 

After the results of the tests appeared, it was found 

that there were 11 Pass tests and 4 failed tests, and 

this result is good for the developed algorithm, as the 

number of failed tests does not affect the quality and 

performance of the algorithm. 

Conclusions 
After applying the developed algorithm, we reached 

several conclusions, where a foreign key generation 

unit was added, which contributed to increasing the 

speed of the algorithm, as the change in Round 

technology did not affect the time and also the 

mechanism of using the keys was changed and did 

not affect the work of the algorithm, but the above-

mentioned changes also increased the complexity The 

algorithm is up to (60%) than the original algorithm 

and also passed the standard tests of various files. To 

achieve the goal and develop the original algorithm as 

imposed in the research. As a future work, 

 

Test 1 Test 2 

Test 3 Test 4 Test 5 

Test 6 Test 7 Test 8 

Test 9 Test 10 Test 11 

Test 12 Test 13 Test 14 Test 15 

NIST Interface 
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researchers can use the idea of an external unit to 

generate the key using other algorithms such as 

(LED, CLFFIA, LEA, PICCOLO, SKINNY, 

SPARX, etc.). 
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 ( بواسطة تقنية جديدة ومولد مفتاح بواسطة وحدة خارجيةPRESENTتعديل خوارزمية )
 ميثم مصطفى حموداحمد عبدالله خليل، عوني محمد كفطان، 

 ، العراقتكريتجامعة تكريت، كليى علوم الحاسوب والرياضيات ، قسم علوم الحاسوب، 

 

   الملخص

ميييات فييا انو يية اة،ييير ، ستخ امسييت،تام الواسييلأ ال  يياق للجاييك  فييا مجيياق ا لكترو يييات للييى قلييي ال يياخ امييوا السيي مة  لييا يكييوا اسييت،تام ،وارك 
اسيبب قييوت المسياحة وال اقية والسيرعة  ي تيب التركييك  ممكً يا  (IOT)اةمياءالتمفير التقليتية لب اء بيئة تمفير كاملة للت بيقات المضم ة سو ل تر ت 

والتيا هيا ميا ضيما ال،واركمييات ال،فيفية  (PRESENT) على التمفير ال،فيف للتغلب على هذه المماكل  فيا هيذا الاحيم قم يا بت يوير ،واركميية
جيكء مياتم ميلأ ال،واركميية الم يور   وحيت   ت،تامااسيسرعة امتتامت فا الوقت الحاضر  كيذل  قم يا  مت لااتوالتا تواكب  IOTالتا تست،تم فا 
واست،تامه كاتمة ،اتة اال ظام( لتولييت المفتيام ميلأ ضيماا عيتم عميل الم ظومية ام اعيت رةيا الوحيت  ال،ارجيية االحاسياة  USB،ارجية عاار  عا 

ام،تايارات  واجتياكتميا ال،واركميية امتيلية  سسير  لتوفير اماا سكثر للم ظومية ميا ال،يرق  وقيت حققيت ال،واركميية الم يور  سيرعة عاليية ع يت الت فييذ
  فتيو(  اضافة الى كيات  ترجة التعقيت عا ال،واركمية امتلية توت، تور ، القياسية ولم،تلف الملفات   ص،

 


